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Importance of Requirements ﬂmgti?ﬂ

m Requirements errors are:
o Most dangerous, expensive, numerous and persistent errors

o Large majority of accidents in which software was involved can be
traced to requirements flaws

o *Axel van Lamsweerde, Requirements Engineering: From System Goals
to UML Models to Software Specifications, 2009

m Even more important for the domain of safety-critical embedded systems

m Even more for medical devices, which interact directly with humans
leaving little chance to temporize system faults

Chart 2



Hasso
Plattner

Example: Ariane 5 Inaugural Flight 501 Institut

m One of the most expensive software bug of history (= 280 M£)

m Reuse of Ariane 4’s navigation system (proven reliable)

m Ariane 5 has greater horizontal acceleration values than Ariane 4

m Caused an overflow of data represented in software

m Mismatched assumptions problem

Chart 3
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Assumptions and Requirements ﬂmgti?ﬂ

m Mismatched assumptions are requirements errors

Monitored
WVariables

Assumptions

Controlled
Variables

Requirements

Environment

m Assumptions are requirements

System

Lempia et al., 2008

m Purpose of RE is to provide means for capturing what the system should
do:

o Formulating the problem correctly is the first step towards a solution

o Design shall provide a valid solution to the problem
Chart 4
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3. Modeling the Isolette Example
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FAA Requirements Engineering Best Practices ﬂ Institut

DOT/FAAIAR-08/34 Requirements Engineering
e A e anning Management Findings Report
Office of Research and

L‘?ﬂﬂﬁﬁi”ﬁ%ﬁg‘;ﬁm David Lempia and Steven Miller

Rockwell Collins

m Literature and industry practice study conducted

POT/FAA/AR-08/32 Requirements Engineering
Nexten & Operations Planing Management Handbook
?E;‘;i;.ﬁ;ﬁ:;:{;:ﬂim David Lempia and Steven Miller

Washington, DC 20551 i
ashington, Rockwell Collins

Chart 6
m Set of best practices to enable successful management of requirements



REMH Best Practices and Supporting Languages

Practice "d Combined
# 0* Language(s)

1 Develop the System Overview RDAL, AADL
2 Identify the System Boundary RDAL, AADL
3 Develop the Operational Concepts RDAL, URN
4 Identify the Environmental Assumptions RDAL, AADL
5 Develop the Functional Architecture RDAL, AADL
6 Revise the Architecture to Meet Implementation Constraints RDAL

7 Identify System Modes AADL

8 Develop the Detailed Behavior and Performance Requirements RDAL, AADL
9 Define the Software Requirements RDAL, AADL
10 Allocate System Requirements to Subsystems RDAL, AADL
11 Provide Rationale RDAL

Chart 7

Hasso
Plattner
Institut



Best Practices Illustrated via Natural Language

Specification Examples

Nurse %

A

/ Isolette

\

[Operator Interface]
1
Operator Operator
Settings Feedback
Temperature Current Thermostat Heat Heat
Sensor Temperature Control Source
Heat TR Heat
\ eal Alr < eal j
F \

v

Infant %

m Isolette thermostat system
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Many Standards for Model-based Engineering ﬂmiﬁ?ﬂ

m Requirements:

o URN, SysML, etc.
m Embedded systems:

o AADL, MARTE, AUTOSAR, etc.
m Petri Nets:

o PNML

m Huge efforts invested in developing these standards and tools
o E.g.: AADL committee started in 1999
o 4 meetings per year 2-3 days

m Need to reuse this work; do not reinvent your own language each time
Chart 11



attner
AADL Institut

m Architecture Analysis and Design Language

m ADL for safety-critical embedded systems

m SAE-AS5506 Aerospace standard defined by AS-2C subcommittee

m Model software and hardware

m Extensible via definition of annex languages

Chart 12
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Benefits of Modeling

R ——

70% 3.5%
2.5X

NIST Planning repont 02-2, The Economc impacts of inadequate
Infrastructure for Sofyrare Testing. May 2002.

D. Galin, Software Qualty Assurance From Theoryto implementadon,
Fearson Addison-Wesley (2004)

B.W. Boshm, Software Engineenng Economics, Prentce Hall (1381)

20% Where faults are introduced
Where faults are found
The estimated nominal cost for fouitremoval
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Requirements: RDAL Institut

m Requirements Definition and Analysis Language
m Fragment language that can be combined with existing languages

m Initially proposed as AADL annex but finally lead to ALISA
o Architecture-Lead Incremental System Assurance

o https://resources.sei.cmu.edu/asset files/TechnicalReport/2016 005 001
464378.pdf

o Connects assurance cases with requirements

m RDAL still used for experiments in language composition

o AADL is growing in a monolithic way...
Chart 14
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Why a new Requirements Language?

Goal modeling

ik KAOS

Responsibility modeling
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Use Cases: URN (User Requirements Notation) ﬂﬂ!iﬁ?ﬁ{

m ITU Z.150 standard:
o http://www.itu.int/rec/T-REC-Z.150/en/

m 2 sublanguages:
o GRL (Goal-oriented Requirements Language)
o UCM (Use case Maps)

m We are interested in UCM
o Use cases scenarios can be simulated
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:>[RDAL Meta—} [AADL Meta-} m Usable with several languages (not only AADL)

Model Model
N N
[ URN Meta—} m Mechanism to specify how to combine the
Model languages
N
<conformsto>Y  conformsto>s  <<comormsto>> 1 Set of predefined traceability references in
P - — T RDAL

::> URN I ’ — System overview, requirements allocation

<<trapedffo> Model to design, requirement to use case step,

goals to use case

o Typing rules per traceability reference and
targeted language

Settiélgls Scttings Chart 17
Mode Meta-Model
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Research Questions Institut

m What benefits can be obtained from the individual languages and from their
combination?

m Are state-of-the-art model management techniques sufficient to combine
existing independent rich modeling languages while maintaining their
independence for reuse?
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From Natural Language Specifications to Combined
Models

DOTIFAAIAR-08/32 Requirements Engineering
T O nring Management Handbook
Office of Research and

Technology Development

Washington, OC 20591

<<conforms to>>

-

APPENDIX A—ISOLETTE THERMOSTAT EXAMPLE

This appendix contains an example requirements specification for the Isolette Thermostat
discussed in section 3. The presented format is one example of how the best practices of section
2 could be realized. There are many other formats that would be equally effective.

A.l. SYSTEM OVERVIEW.

The system being specified is the Thermostat of an Tsolette." An Tsolette is an incubator for an
Infant that provides controlled temperature, humidity, and oxygen (if necessary). Isolettes are
used extensively in Neonatal Intensive Care Units for the care of premature infants.

The purpose of the Isolette Thermostat is to maintain the air temperature of an Isolette within a
desired range. It senses the Current Temperature of the Isolette and mrns the Heat Source on and
off to warm the air as needed. If the temperature falls too far below or rises too far above the
Desired Temperature Range, it activates an alarm to alert the Nurse. The system allows the
Nurse to set the Desired Temperature Range and to set the Alarm Temperature Range outside the
Desired Temperature Range of which the alarm sheuld be activated.

ALl SYSTEM CONTEXT.

Isolette

Operator

Operator
Settings

Feedback

Heat
Source

Current
Temperature

Temperature
Sensor

Thermostat

Control

RDAL Meta-
Model

N

UCM Meta-
Model
N

<<conforms to>>

<conforms to>>|  <<confgrms to>>

<tracqg

<<typed by>

Configuration
Model

Configuration
Meta-Model
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Isolette Thermostat Example
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Nurse %

F 3

/ Isolette

[Operator Interface]
7

Op erator Operator
Settings Feedback
T Heat
Tergperature I Telcl‘ll;:elfalglre *| The ostat C '01?12‘01 SHe at
SCNSOor DOoUrce
K
Heat A Heat

\_ LA

B

_/

v

Infant %

m Maintain constant current
temperature

m Additional function introduced
for safety reasons:

o Monitor current temperature

Chart 21
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System Boundary Institut

m The system overview serves as an introduction to the system
requirements for new people involved in the project.

m Captures high level goals the system should achieve, a brief synopsis, the
purpose of the system and its constraints.

A.1.2 SYSTEM GOALS.

The high-level goals (G) of the system are:

. G1—The Infant should be kept at a safe and comfortable temperature.
. G2—The Nurse should be warned if the Infant becomes too hot or too cold.
. G3—The cost of manufacturing the Thermostat should be as low as possible.

m A crucial step is the definition of a correct system boundary.

Chart 22



BP #1 and 2: Develop the System Overview / ﬂHasso
System Boundary Plattner

Environment

Institut
Monitored Controlled
Variables Variables

m System requirements define a precise relationship between monitored and
controlled variables

System

m System Boundary == Environment Variables.

m "Getting the system boundary correct is 90 % of the problem!”
o Stuart Faulk to Steven Miller... Chart 23



RDAL System Overview Definition

m View editor on model elements from both RDAL and AADL languages

T

[ isolette_thermostat.rdal

™~

—
—‘ operator_settings

h.rumﬂ_te mperature

J

operator_feedback]
heat_control \

A

\ =78
" L2 Palette 3
IName: Thermostat Name: Temperature_Sensor Name: Heat_Source | k Select
- Provides the Current Heats the Air in the || I
jame: C2: Activate Alarm Temperature of the Air in the isolette. It is turned on \ {71 Marquee
If the temperature falls too Isolette to the Thermostat. and off by changing the| -
|| |far below or rises too far P-heat current_temperature value of the Heat A"’*‘ 2
'} (above the Desired Control controlied =
Temp e Range, it & Q’ *
tahc:;‘au!re:ean alarm to alert [Name: Operator_interf O System to Be
/ Provides the Operator System Capability
Settings for the Thermostat e System Goal
(INeme: G1 I IName: G2 IName: G3 and receives Operator Name: Air 4 - = TR
ipti onitored Vari
The Infant should be | [The Nurse should be | [The cost of :hm“‘::‘ :'°'“ the B LsE L <
kept at a safe and warned if the Infant f ing the S P heat_in  heat_out Controlled Variable
comfortable becomes too hot or Thermostat should be P> operator_feedback i =
temperature. too cold. as low as possible. operator_

|

System Boundary
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System Context Definition

m Normal context of operation example

4! isolette_thermostat.rdal

( isolette.aadl

Nzme: Normal_Operation

Name: temperature_sensor

current_temperature

heat

Name: operator_interface

-

operator_feedback|
operator_settings

b_\_.b current_temperature

heat_mntrol.—/_>

Mame: thermostat

operator_settings

Name: heat_source

operator_feedback

MName: air

heat_control

heat

isolette_thermostat. aadl 1 = H
| £ Palette b
[} Select
{7} Marques
[==Links £

?ﬂgﬁas N

[== System Context Modeling
System Context
() Thermostat

() Temperature_Sensor
() Heat_Source

(O Operator_Interface
) Air

-E_ Port Connection
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BP #3: Develop the Operational Concepts

m Use cases are used to discover the functions needed for the system.

m Provides information on the context of use of the functions

. Main Success Scenario:

1. Nurse turns on the Isolette

2. Isolette turns on the Thermostat

3. Thermostat initializes and enters its normal mode of operation (exception case 1)
(A25,A5.1.2and A.5.2.2)

4. Nurse configures the Isolette for the needs of the Infant (A.2.2)

5. Nurse waits until the Current Temperature 1s within the Desired Temperature
Range (A.2.6 and A.5.1.1)

6. Nurse places the Infant in the Isolette

7. Isolette maintains Desired Temperature (A.2.3)

Chart 26
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Use Cases Modeling

Nurse

Isolette

% Start UC A.2.1

Name: G1 ]

[Infant Ready Isolette and Thermostat Off]

e

Thermostat

Turn On Thermostat Initizlizes

The Infant shcuiﬁ be
kept at a safe and ‘

comfortable

temperature.

Obtain another Isolette

Remove [Afdnt

EC A.2.4: Fail Maintain Safe Toro

Ll
Turn On Isolette

UC A.2.2: Configure Isolette

S LV

Lol [Init Failed]

[Current;l’emp mthxl Alarm Range] [Init OK]

-

[Currentffemp not within Alarm Range]

Activate Alarm

Deactivate Alarm

EC A.2.5: Thermostat Init Failure

Thermostat Failure

[ E

Hir2

OouT?
\EC A.2.6 Fail Maintain Desired Temp

-

7 Confirm Current Temp

Remove Infant
Turn Off Isolette’

o ;>UC A.2.3: Maintain Desired Temp
/.ATurn Offtfefmostat

[Infant not in Isolette and Isolette and Thermostat Off]

EndUCA.2.1

-': And Fork

~D-Timer
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BP #5: Develop the Functional Architecture ﬂHasso
Captured as Initial High Level Requirements pattner

Nurse Isolette
i StartUC A.2.1
[Infant Ready Isolette and Thermostat Off] Turn On Therax

Tumn On Isolette
UCA.2.2: Conﬁqu'e Isolette [Current Ter

D&td?mﬂnd\ed ‘

Watbsplay‘l’emm&momdw &

# REQRT-2: Set Vahoe of Regulator Status .IREQ;T‘B: Set Valo of Deplay Terp

 REQMRI-S: Desred Range set to Des Temp Range when Reg Interf Fal False | (£ REQMRI-1: Reg Status Int when Reg Mode INIT | (2 REQMRI-2: nnmmm%mm /REQMRLZ: ms&

LU A5.1.1 Manage Regulator Intesface Function

# REQMRI-S: Disp Temp UNSPECIFIED
# REQMRI-7: Reg Interf Fal False when Lower and Upper Desred Temp Vabd £ REQ-MRI-4: Disp Temp st to Cur Temp when Reg Mode NORMAL
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Allocate Requirements to Design Model Elements

() Env_Assumptions_Isolette
§ @ EA-IS-1: Current Temp Increase Rate 4 | @ EA-

- Current Temp Decrease Rate |

£ il
(£ problems | T propertes [ 47 Search | [ Constraint 53

Referenced Model Elements | Constraint Expression |

e B9

Element Location
System Type Isolette platform: fresource fisolette fisolette.aadl

[_J Env_Assumptions_Isolette ; \ {

L] ] ]
[ Problems (El Properties (49 Search f[g Constraint 53
Referenced Model Elements | Constraint Expression ]
Description
VWhen the Heat Source is turned on and the Isolette is properly shut, the Current Temperature will increase at a rate of no more than 1°F per minute.

Constraint Console | Constraint Libraries |
wte ~ G X B E

Context: System Type Isolette Result: true

Temperature_Increase_Rate( Self, FARENHEIGHT _DEGREE_MINUTE_UNIT ) <= 1.0
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| £ AADL Navigator 52 =D
- o & B%(ET

Verif, Rate

Automated Verification of Requirements

Resources
[+ '[F';-g basic_application
& i basic_application_xc5vfx100t_confi 60,00 %[ &/ 10

EI Eﬂnstances 80,00 %[ &/ 10]
: basic_application_xcSvfx100t_of ik

EI [Errdal
------ @ fpaa_xcSvfx100t_confi.rdal

------ @ fpaa_xcSvfx100t_confi.rdal_diz

E pbtform fresource fisolette _thermostat/aaxifisolette deobyed_}sdem_pedmd trd_xnsw aad
wolette_depioyed_lsolette_Depioyed tem Iﬂ’d isolette_cepioyed::Isolette_Deployed.impl N
®# 0O temperature_monior: System Instance Isolette_Morvtor,mpl Selected Model Element
Instance Isolette.impl -
& Mode Instance Ital mode All Requirements Attached to Selected
# Mode Instance normal_mode Model Element and its Children
:—ModeInsmeemdg - ‘ i ‘ i » . : I
{2, probiems | [ properties | ] AADL Property vaives [(Eln B Requirement Referenced Model Elements 2S¢ D E--0)
Level (%) Risk Type Description ,
SR 4 Requirement MA-2 : Set Alarm when Temperature is out of Safety Rann 0.0 ¢ Functional If the Monitor Made is NORMAL and the Current Temperature is less than the Lower Alarm
O temperature_monitor: System Instance @
= (# Requrement MA-4 : Unsat Alarm when Temp. @ 100.0 ¢ Functional If the Monitor Mode s NORMAL and the value of the Current Temperature is greater than
O temperature_monitor: System Instance ® Chart 30
= (2 Requrement MA-1: Init Mode Alarm OFf ® 100.0 ¢ Functanal If the Monitor Mode is INIT, the Alarm Control shal be set to OFf.
O temperatire_monitor: System Instance ®




BP #10: Allocate System Requirements to ﬂ Hasso
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—> Refinement — Extends, Implementaticns
/ Requirements \ / Design \

isolette_rdal isolette_aadl

thermostatrdal
heat_source._aadl

D

Satisfied by
] temperature_sensor.aadl

operator_interface.rdal operator_interface.aadl

/ \ / Chart 31
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RQ1: Benefits of Approach

Languages | Nb. Description
Er-
rors
UCM 4 Inconsistencies in pre-and / or post-conditions and
variable assignments in use case steps
UCM 6 Omissions of use cases or use case steps
RDAL 1 Incorrect rationale of safety requirement SR2
RDAL, 2 Missing environmental assumptions
AADL
RDAL, 1 Vacuous detailed requirement MRI-9
AADL

m Remarkable to find so many flaws in the specification of such simple system
given as best practice example in an FAA document

m Errors in use cases ripple down to design and tests
m Error in environmental assumptions can lead to catastrophic consequences

m More case studies required for quantitative evaluation Chart 33



Challenges in Model Management

m RQ2: Model management techniques sufficient?

Requirements Specification

% JReatowl

System Architecture Specification

Pystem : PCA_Pump::PCA_Pump::PCA_Pump. System 1 / unnamed
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m How can we ensure model consistency is managed correctly?

m How can we ensure traceability is properly established and maintained in
a scalable manner across combined models?

o RDAL, URN, AADL
o SysML, AUTOSAR, Modelica, Scade, etc.

m How can we ensure that model operations can be reused and that their
execution scales?

o E.g. automated verification of requirements (RDAL)

Chart 35
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m How can we partition existing modeling languages for better reuse?
o E.g. URN component fragment?

m How can we better compose existing modeling languages for better
reuse?

o RDAL, URN and AADL

m Challenges pertain to MBSE in general

m Existing work is limited and only consists of ad-hoc solutions

Chart 36



Conclusion and Perspectives

m Reusing existing rich modeling languages can be very beneficial
o Also reuse their tools
o Combination of languages ensure

m Combining the languages remains a challenge:
o Syntactically and semantically
o Must be solved for Model-Based Systems Engineering adoption

m Only few ad-hoc solutions are currently available

m Foundations on global model management are required
o Keys points: modularity and incrementality

o Unification of approaches into comprehensive megamodeling
language

Chart 37
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Multi-Paradigm Modeling for Cyber-Physical Systems ﬂmiﬁ{'ﬁ{

m Working Group 1: Foundations for MPM4CPS
o Chair: Holger Giese, Hasso-Plattner Institute

m Contributions welcome (especially from industry)

o http://mpm4cps.eu/

S Cosc

&
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